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Towards a new era of mass data collection: Assessing pandemic surveillance %5
technologies to preserve user privacy
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ARTICLE INFO ABSTRACT

Keywoards: Controlling the coronavirus pandemic is triggering a cross-border strategy by which national governments
Mass data-collection attempt to control the spread of the COVID-19 pandemic. A response based on sharing facts about millions of
ﬁ?c“":r’ilviv private movements and a call to study information behavior during the global health crisis has been advised

Data management
Mobile devices

worldwide. The present study aims to identify the technologies to control the COVID-19 and future pandemics
with massive data collection from users’ mobile devices. This research undertakes a Systematic Literature Review

(SLR) of the studies about the currently available methods, strategies, and actions to collect and analyze data
from users' mobile devices. In a total of 76 relevant studies, 13 technologies that are classified based on the
following aspect of data and data management have been identified: (1) security; (2) destruction; (3) voluntary
access; (4) time span; and (5) storage. In addition, in order to understand how these technologies can affect user
privacy, 25 data points that these technologies could have access to if installed through mobile applications have
been detected. The paper concludes with a discussion of important theoretical and practical implications of
preserving user privacy and curbing COVID-19 infections in the global public health emergency situation.
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Assessing behavioral data science privacy issues in government artificial
intelligence deployment
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ARTICLE INFO ABSTRACT

Keywords: In today's global culture where the Internet has established itself as the main tool for communication and
Behavioral data sciences commerce, the capability to massively analyze and predict citizens' behavior has become a priority for gov-
Governments

ernments in terms of collective intelligence and security. At the same time, in the context of novel possibilities
that artificial intelligence (Al) brings to governments in terms of understanding and developing collective
behavior analysis, important concerns related to citizens® privacy have emerged. In order to identify the main
uses that governments make of Al and to define citizens' concerns about their privacy, in the present study, we
undertook a systematic review of the literature, conducted in-depth interviews, and applied data-mining tech-
niques. Based on our results, we classified and discussed the risks to citizens’ privacy according to the types of Al
strategies used by governments that may affect collective behavior and cause massive behavior modification. Our
results revealed 11 uses of Al strategies used by the government to improve their interaction with citizens, or-

Collective behavior analysis
Artificial intelligence
Surveillance capitalism
Privacy
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Ethical design in social media: Assessing the main performance E
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ARTICLEINFO ABSTRACT

Keywards: The growing use of social networks has led to the emergence of ethical and privacy concerns regarding the
Ethical design management of user data and how social networks train algorithms for economic purposes to organize the
Social media

content shown to users. In this context, the present study aims to define and identify (i) the main concepts and
(ii) performance measurements that social networks use to increase user engagement and modify user online
behavior from the perspective of ethical design and surveillance capitalism in social media. Since previous
research on this issue is scarce, this study bridges this gap in the literature by developing a Systematic Literature
Review (SLR) of major scientific contributions made so far in this research area. We identify a total of 10 per-
formance measurements and 4 ethical design measurements used by social media companies to increase user
engagement and to achieve user behavior modification online, at times without users’' awareness about this
effect. Furthermore, we critically analyze the identified 14 indicators, as previous research suggests that these
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A woman desperate to boost her social media score hits the jackpot when
she's invited to a swanky wedding. But the trip doesn't go as planned.
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Using data mining techniques to explore security issues in smart living ()
environments in Twitter Craza e
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ARTICLE INFO ABSTRACT

Keywords: In present-day in consumers’ homes, there are millions of Internet-connected devices that are known to jointly
Home assistant represent the Internet of Things (1oT). The development of the IoT industry has led to the emergence of
loT y connected devices and home assistants that create smart living environments. However, the continuously
m:x:"n;"“'y’" generated data accumulated by these connected devices create security issues and raise user’s privacy concerns.

The present study aims to explore the main security issues in smart living environments using data mining
techniques. To this end, we applied a three-sentence data mining analysis of 938,258 tweets collected from
Twitter under the user-generated data (UGD) framework. First, sentiment analysis was applied using Textblob
which was tested with support vector classifier, multinomial naive bayes, logistic regression, and random forest
classifier; as a result, the analyzed tweets were divided into those expressing positive, negative, and neutral
sentiment. Next, a Latent Dirichlet Allocation (LDA) algorithm was applied to divide the sample into topics
related to security issues in smart living environments. Finally, the insights were extracted by applying a
textual analysis process in Python validated with the analysis of frequency and weighted percentage variables
and calculating the statistical measure known as mutual information (MI) to analyze the identified n-grams
(unigrams and bigrams). As a result of the research 10 topics were identified in which we found that the main
security Issues are malware, cybersecurity attacks, data storing vulnerabilities, the use of testing software in

Twitter
UGC
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Exploring the boundaries of open innovation: Evidence from social
media mining
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ARTICLE INFO ABSTRACT
Keywords: Technological development of the last several decades has driven open innovation towards organizational,
Open innovation business, social, and economic change. Open innovation has emerged as the main driver of change in a business

Social media mining
Data mining
User-generated content
Sentiment analysis

sector that needs to be flexible and resilient, rapidly adapting to change through innovation. In this context, the
present study aimed to explore the limits of open innovation by extracting evidence from user-generated content
(UGC) on Twitter using social media mining. To this end, in terms of the methodology, we first applied machine
learning Sentiment Analysis algorithm texted using Support Vector Classifier, Multinomial Naive Bayes, Logistic
Regression, and Random Forest Classifier to divide the sample of n = 586.348 tweets into three groups expressing
the following three sentiments: positive, negative, and neutral. Then, we used a mathematical topic modeling
algorithm known as Latent Dirichlet allocation to analyze the tweet databases. Finally, Python was used to
develop textual analysis techniques under the theoretical framework of Computer-Aided Text Analysis and
Natural Language Processing. The results revealed that, in the tweets dataset, there were eight topics. Of these
topics, two contained tweets expressing negative sentiments (Culture and Business Models/Management), three
topics contained tweets expressing positive sentiments (Communities, Creative projects and Ideas), and three
topics contained tweets expressing neutral sentiments (Entrepreneurship, Teams and Technology). These topics
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Setting Privacy “by Default” in Social IoT: Theorizing the Challenges n
and Directions in Big Data Research g
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ARTICLE INFO ABSTRACT
Article history: The social Internet of Things (SloT) shares large amounts of data that are then processed by other Internet
Received 20 Apnl 2021 of Thing (loT) devices, which results in the generation, collection, and treatment of databases to be
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analyzed afterwards with Big Data techniques. This paradigm has given rise to users’ concerns about
their privacy, particularly with regard to whether users have to use a smart handling (self-establishment
and self-management) in order to correctly install the SloT, ensuring the privacy of the Slot-generated

Keywords: content and data. In this context, the present study aims to identify and explore the main perspectives
Social loT that define user privacy in the SloT; our ultimate goal is to accumulate new knowledge on the adoption
Big Data analytics and use of the concept of privacy “by default” in the scientific literature. To this end, we undertake
Privacy by default a literature review of the main contributions on the topic of privacy in SloT and Big Data processing.
Users privacy Based on the results, we formulate the following five areas of application of SloT, including 29 key points

relative to the concept of privacy “by default”: (i) SloT data collection and privacy; (ii) SloT security;
(111) threats for SloT devices; (iv) SloT devices mandatory functions; and (v) SloT and Big Data processing
and analytics. In addition, we outline six research propositions and discuss six challenges for the SloT
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From user-generated data to data-driven innovation: A research agenda to &&=
understand user privacy in digital markets
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ARTICLE INFO ABSTRACT
Keywords: In recent years, strategies focused on data-driven innovation (DDI) have led to the emergence and development
User-generated data of new products and business models in the digital market. However, these advances have given rise to the

Data-driven innovation
Users™ privacy
Privacy concerns

development of sophisticated strategies for data management, predicting user behavior, or analyzing their ac-
tions. Accordingly, the large-scale analysis of user-generated data (UGD) has led to the emergence of user privacy
concerns about how companies manage user data. Although there are some studies on data security, privacy
protection, and data-driven strategies, a systematic review on the subject that would focus on both UGD and DDI
as main concepts is lacking. Therefore, the present study aims to provide a comprehensive understanding of the
main challenges related to user privacy that affect DDL. The methodology used in the present study unfolds in the
following three phases; (i) a systematic literature review (SLR); (ii) in-depth interviews framed in the perspec-
tives of UGD and DDI on user privacy concerns, and finally, (iii) topic-modeling using a Latent Dirichlet allo-
cation (LDA) model to extract insights related to the object of study. Based on the results, we identify 14 topics
related to the study of DDI and UGD strategies. In addition, 14 future research questions and 7 research prop-
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